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CONTINUITY OF OPERATIONS for CBOs
COURSE OUTLINE

Unit One - Course Overview

A.  Introduction
B.  Administrative Announcements
C.  Course Purpose
D.  Course Goals
E.  Instructional Material

1.  Text
2.  PowerPoint
3.  Students

F.  Agenda
G.  Student Introductions

Unit Two - Introduction to Continuity of Operations

A.  Community-based Organizations
B.  Survival

1.  Need
2.  Definition of COOP
3.  Significance
4.  Federal, state and local government initiatives

C.  Continuity of Operations
1.  Process
2.  Elements

D.  Governmental Continuity of Operations Initiatives
1.  Federal
2.  State and Local

E.  Caveats
1.  Direct and indirect consequences
2.  Community versus individual disaster
3.  Upstream and downstream failures
4.  Research findings

• Attitude
5.  Scale

• Recognize huge variation in scale of CBOs and resources, and
the consequent variety in plan complexity

E.  Summary
1.  Who or what are you?
2.  What constitutes a disaster or emergency to you?
3.  What are your risks and vulnerabilities?
4.  What can you do to survive them?
5.  Flexibility, redefinition and attitude
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Unit Three - Emergency Management

A.  What is an Emergency?
B.  What is Emergency Management?
C.  Four Phases of Emergency Management

1.  Preparedness
2.  Response
3.  Recovery
4.  Mitigation

Unit Four -Potential Hazards

A.  Natural
1.  Severe Weather Systems
2.  Flooding
3.  Extreme Heat and Drought
4.  Wildfire
5.  Sinkholes and Seismic Events
6.  Agricultural Diseases and Pests
7.  Human Disease Epidemics

B.  Man Made
1.  Fire
2.  Hazardous Materials

C.  Technological
1.  Technological Emergencies
2.  Power Service Disruption
3.  Environmental Health
4.  Radiological Emergencies

D.  Criminal/Terrorism
1.  Terrorism
2.  Bomb Threats
3.  Building Explosion
4.  Suspicious Letters & Parcels
5.  Chemical & Biological Weapons
6.  Cyber Attacks
7.  Civil Unrest
8.  Robbery & Theft

E.  Other Hazards
1.  Violence in the Workplace
2.  Internal Sabotage/Fraud/Theft
3.  Loss of Key Staff
4.  Workforce Disruption

F.  Unique/Specific Hazards
What hazards do you face that are unique or specific to your own

organization?
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Unit Five - Preparedness

A.  Purpose of Organization
1.  Reason for Existence
2.  Mission Essential Functions

B.  Current Situation
C.  Post-Disaster/Emergency Goal
D.  Plan

1.  Process
a.  Establish a team

• Revisit A, B & C
b.  The Planning Process
c.  The Continuity of Operations Plan

2.  Essential Elements
a.  Mission Essential Functions
b.  Current Resources and Capabilities
c.  Hazard Identification, Risk Assessment and Vulnerability
d.  Direction & Control
e.  Authority and Succession
f.  Logistics and Administration
g.  Security
h.  Communication
i.   Facilities & Equipment
j.  Vital Records and Databases
k.  People
l.  Supplies, Products & Services
m.  Insurance
n.  Community Relations

E. Exercise and Training
1.  Train, Test, Exercise & Modify
2.  Integrate the Plan into Organization Operations
3.  Establish Policy Guidance and Standards
4.  Training
5.  Testing
6.  Exercise
7.  Evaluation and Modification

Unit Six - Mitigation

A.  Definition and discussion
1.  Mitigation = Prevention
2.  Soft Mitigation Measures

a.  Plan
b.  Organization
c.  Rules and Regulations
d.  Insurance
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3.  Hard Mitigation Measures
a.  Facilities & Equipment
b.  Response and Recovery Equipment & Supplies
c.  Disaster Supply Kit
d.  Disaster Go Kit

B.  Discussion of Possible Mitigation Measures
1.  Building Fire
2.  Wildfire
3.  Hurricanes and Other Wind Storms
4.  Flooding
6.  Power Service Disruption
7.  Hazardous Materials
8.  Cyber Security and Vital Records
9.  Facility Security

Unit Seven - Response

A.  Response
B.   Decision to Activate Response Plan

1.  Immediate Pre-Event Preparation
2.  Functional Activation of Plan Elements

C.  Notification
1.  Emergency Warnings/Alarms
2.  Emergency Management Group
3.  Internal
4.  External
5.  Call-down lists

D.  Emergency Protective Actions
1.  In-house Sheltering
2.  Evacuation
3.  Facility/Operations Shutdown
4.  Other

F.  Immediate Post-Disaster
1.  Human Life and Health
2.  Damage Control
3.  Damage Assessment

Unit Eight - Recovery

A.  Implement Your Recovery Plan
1.  Gather Team
2.  Set Up Base of Operations
3.  Planning Considerations
4.  Continuity of Management

B.  Periods of Recovery
1.  Immediate Emergency Period



ix

2.  Short Range Restoration
3.  Long Range recovery

C.  Immediate Emergency Period
1.  Re-Entry
2.  Protection From Further Damage
3.  Security

D.  Short Term Restoration
1.   Minor Repairs
2.   Debris Cleanup
3.  Restoration of Utilities
4.  Damage Assessment
5.  Restoration of Operations,
6.  Computer and Communication Systems
7.  Crisis Communication
8.  Employee Support
9.  Logistics and Administration
10.  Insurance
11.  Organization Operations Continuity

E.  Long Term Recovery
1.  Continuation of Short Term Activities
2.  Repair and Reconstruction
3.  Financing
4.  Flexibility/Attitude

Unit Nine - Additional Resources

A.  Literature
1.  Source Material for Text
2.  Additional Literature

B.  Organizations
C.  Web Sites

Unit Ten - Appendices
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Unit One
COURSE OVERVIEW

INTRODUCTION

ADMINISTRATIVE
ANNOUNCEMENTS

COURSE PURPOSE

Introduce community-based organizations to a process that will help
them survive potential emergencies and continue or reinstitute
operations with minimal delay or interruption.

COURSE GOALS
At the conclusion of the training the student should:

• Understand the purpose and processes of emergency management
• Be familiar with the four phases of emergency management
• Be informed regarding governmental Continuity of Operations initiatives
• Have knowledge of hazards and potential emergencies
• Know the difference between hazards, risk and vulnerability
• Know the definition and components of Continuity of Operations planning
• Understand the Continuity of Operations planning process
• Know the essential elements of a Continuity of Operations plan
• Be familiar with training, testing and exercise concepts
• Be able to apply Continuity of Operations principles to his or her own unique

organization

Unit One
Course Overview

 Introduction

 Administrative announcements

 Course purpose

 Course goals
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INSTRUCTIONAL MATERIAL

• Text

• PowerPoint

• Students

• CD – Template, Prepare Your Board, all
Appendices and Implementation Guidance

AGENDA

STUDENT INTRODUCTIONS

• Name
• Organization
• Position, length of time
• Emergency Management / Continuity of Operations experience
• Learning Goals

Unit One
Course Overview

 Instructional material
• Text
• PowerPoint
• Students
• CD – Appendices, Planning Template, Prepare 

Your Board, and Implementation Guidance

 Agenda
 Student introductions
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 Unit Two
INTRODUCTION TO CONTINUITY OF OPERATIONS

COMMUNITY-BASED ORGANIZATIONS

Community-based organizations constitute an extremely important component of the
community.  Not-for-profits contribute to the community economically and through the
services they provide.  More importantly, non-profits represent the time, energy and
money the community has invested into making itself a better place to live.

Disasters further complicate the already complex
relationships and dependencies between the
community and not-for-profits.  Recovery of not-for-
profits is not solely an entrepreneurial or economic
issue.  Survival goals for not-for-profits and for the
community are not independent of one another nor
mutually exclusive.

Unit Two
Introduction to

Continuity of Operations

The Value of

Not-For-Profit

Organizations
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CONTINUITY OF OPERATIONS

A Continuity of Operations plan is a process wherein your organization readies itself to
deal with any emergency that affects its ability to continue normal operations. The plan
prepares you to maintain and resume your operations after a disaster.  It also presents
you with the opportunity to examine how your
organization currently operates and to improve
current practices and procedures.  The Continuity
of Operations plan consists a process and certain
essential elements, both of which will be thoroughly
described in Unit 5.  The Continuity of Operations
plan will generally include plans, procedures,
training and exercises as well as elements
addressing:

• Safety of personnel and visitors
• Protection of facilities, equipment, supplies

and products
• Protection of vital records and information
• Communications
• Management and authority
• Ability to continue essential operations
• Successful response and recovery

Process and Elements

 Need

 Definition of COOP

 Significance

 Governmental initiatives
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GOVERNMENTAL CONTINUITY OF OPERATIONS INITIATIVES

The Federal government has pursued a variety of
operational continuity initiatives over the years (at
both the agency and elected level) with the
degree of effort fluctuating based on the
magnitude of any perceived threats.  In 1998,
Executive Order 12656 required, “The head of
each Federal department and agency shall insure
the continuity of essential functions in any
national security emergency by providing for:
succession to office and emergency delegation of
authority in accordance with applicable law;
safekeeping of essential resources, facilities, and records; and establishment of
emergency operating capabilities.”

The world became more threatening in the 1990’s with the bombing of the World Trade
Center, the bombing of the Federal building in Oklahoma City and the subway chemical
attach in Japan.  Subsequently, several Presidential Decision Directives (PDD’s) were
issued:

• PDD 39 US Policy on Counterterrorism, 6/95
• PDD 62 Protection Against Unconventional Threats to the

Homeland and Americans Overseas, 5/98
• PDD 63 Critical Infrastructure Protection, 5/98
• PDD 67 Enduring Constitutional Government and

Continuity of Government Operations, 10/98

In 1999, the newly designated Executive Agent, the Federal Emergency Management
Agency, began developing a series of Federal Preparedness Circulars (FPC’s) to
provide specific implementation guidance on continuity of operations in accordance with
Executive Order 12656.

• FPC 65 Federal Executive Branch Continuity of Operations, 7/99
• FPC 66 Test, Training and Exercise (TT&E) Program

for Continuity of Operations, 4/01
• FPC 67 Acquisition of Alternate Facilities

 for Continuity of Operations, 4/01

These Federal Preparedness Circulars, in concert with Executive Order 12656,
constitute the framework of the Federal continuity of operations program.

At the State of Florida level, emergency management in general and continuity of
operations in particular are addressed in Chapter 252.365 of the Florida Statutes (F.S.),
which is known as the Emergency Management Act.  Governor’s Executive Order (EO)

Governmental
Initiatives

   Federal

   State and Local
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80-29 preceded the adoption of Ch. 252-365, F.S. and directed State agencies and
counties to develop disaster preparedness capabilities.  In 1987, the State Emergency
Response Commission was established by EO 87-57, which also directed the formation
of Local Emergency Planning Committees.

With recent events, the State has become even more proactive in emergency
preparedness.  Chapter 2002-43, Laws of Florida, amended Ch. 252.365, F.S., to
require that each State agency create a disaster preparedness plan, specifically
including a full-scale Continuity of Operation plan.  The law also requires that each
county government prepare for a possible disaster by developing a county-level
Continuity of Operations plan.  Many municipalities and other local government agencies
are also involved in the process.

CAVEATS

The process of developing a Continuity of
Operations plan can be extraordinarily complex.
While this course does not go to the level of detail
that would be covered in a more extensive
training program, it will address all of the
essential components of such a plan. The
process of plan development is applicable to a
federal or state agency, a large multi-national
corporation or a small not-for-profit organization.

It is important to acknowledge, however, that the
huge differences in the size of an organization and the resources available will have
inherent ramifications in the complexity of any Continuity of Operations plan.  What large
operations need to do, and can do, may be impossible for a small organization to
achieve.  Smaller organizations should, therefore, become familiar with the entire
process but be prepared to choose only those procedures that are most applicable to
their own needs.

When considering the possible consequences of a disaster on your organization, do not
be tempted to minimize risks with the thought that “it couldn’t happen to me.”  It could
happen to you.  You could be directly impacted by any number of know or unknown
hazards.  Equally important is the fact that you could be indirectly impacted as a
consequence of an emergency or disaster affecting someone else.

If the flow of goods and services to your organization is interrupted because of a
supplier’s emergency, you will suffer adverse consequences.  If your customers cannot
accept your goods or services due to their own emergency, you are being affected by
that emergency.  In the event of a major disaster affecting your entire community, your
organization may escape physical damage yet suffer devastating injury to its operation.
When developing a Continuity of Operations plan, it is imperative to always keep the
wider picture in mind.

Caveats

 Direct and indirect consequences

 Community vs. individual disaster

 Upstream and Downstream failures

 Research Findings

 Scale
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In developing a Continuity of Operations plan it is important to recognize that the plan is
for the continuance of your operation, not merely a plan for physical facilities.  The
physical component is an important part of the plan, for it supports the objective of
continuity, but it is not the only, or even the most important consideration.

In fact, research has shown that attitude, adaptability and flexibility are fundamental
requirements for organizational survival.  One study1 in particular listed five findings,
each of which documented the weak linkage of business failure to physical damage and
the strong linkages to more subjective factors.  The authors concluded:

• Traditional structural precautions are necessary to reduce losses to life and
property, but are not sufficient to insure organizational survival.

• Most organizations do not fail immediately after an event.  Most organizations
that ultimately fail do so only after a desperate struggle to recover.

• Most losses do not occur during or after an event.  Agency losses go beyond
initial damage to include business interruption, lost income to employers and
employees and loss of organizational assets.

• Most owners have few ideas about how to recover.  Many are so engaged in
getting back to business as usual they fail to see the futility of their efforts.
Survivors often come up with an alternate strategy, such as moving to a new
location, changing their business processes or even changing their products or
services.  Survivors are flexible, innovative entrepreneurs.

• Multiple factors may be associated with a agency’s success:
o  Organizations whose customers are unaffected by the disaster have a

better chance than those whose customers have been impacted.
o Organizations with more than one location have a higher survival rate
o  Organizations providing basic goods and services are less likely to fail

than those depending on customer’s discretionary income
o  Organizations who adjust to changes in customer demand survive better

than those who doggedly pursue pre-disaster patterns.

 SUMMARY

The Continuity of Operations plan is a tool that will help you persevere in the face of
disaster.  It is a process that should allow you to strengthen your organization.  While the
Continuity of Operations process is applicable to institutions of all types and sizes, it is
incumbent upon you to use these guidelines to create the best possible plan for you own
unique circumstances.

• What/who are you?
• What could constitute a disaster or emergency for your organization?
• What are your risks?
• What can I do to survive?
• Am I flexible enough to redefine my organization’s purposes and processes?

                                                  
1 Organizations At Risk:  What Happens When Small Businesses and Not-For-Profits Encounter Natural Disasters,
University of Wisconsin-Green Bay Center for Organizational Studies, 2001
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Unit Three
Emergency Management

WHAT IS AN EMERGENCY?

An emergency is any unplanned event that can
cause deaths or significant injuries to employees,
customers or the public; or that can shut down your
Organization, disrupt operations, cause physical or
environmental damage, or threaten the
organization’s public image or financial standing.

Obviously, numerous events can be emergencies,
including

• Natural hazards like windstorms and floods
• Man-made emergencies such as a building fire
• Technological events like computer breakdowns
• Crime
• Terrorism
• Internal theft or sabotage
• Loss of key employees, suppliers or customers

An emergency is not necessarily a disaster.  The term disaster implies a large-scale
event.  However, an emergency does not have to be large-scale to have serious
consequences.  Regardless of how it is categorized, each event must be evaluated in
terms of the impact it has on your organization.  What might constitute a nuisance to a
large industrial facility could be a “disaster’ to a Community Based Organization.

WHAT IS EMERGENCY MANAGEMENT?

Emergency management is the process of preparing for, mitigating, responding to and
recovering from an emergency.  The process is cyclical in nature.  A new emergency
management program may be initiated in the preparedness stage, but once started each
step follows naturally from the other in a regular and continuous manner.

It is also a dynamic process.  Planning and reacting are critical activities, but not the only
components.  Training, conducting drills and exercises, testing equipment and
coordinating the entire process internally and externally are other important factors.

Unit Three
Emergency Management

What is an emergency?

What is emergency management?
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An emergency management program, if supported by upper management and fully
incorporated into the organization’s culture, will:

• Protect lives and property
• Facilitate post-emergency recovery and Agency survival
• Reduce exposure to criminal or civil liabilities
• Possibly reduce insurance premiums
• Help fulfill the organization’s responsibility to employees, suppliers, customers

and the community
• Enhance the organization’s image and credibility

FOUR PHASES OF EMERGENCY MANAGEMENT

Response
That part of the emergency management cycle
that occurs immediately before, during, and
immediately after an emergency event.  It is not
merely a reaction; it is a planned set of operations
designed, to the extent possible, to manage and
control the event and its consequences.

Recovery
Consists of restoring the physical and operational
elements of an organization to their pre-disaster state.  It may include modified,
improved or alternative solutions.

Mitigation
Preventive measures taken to eliminate or reduce the risk of experiencing an
emergency, and to reduce vulnerability and decrease potential damage and other
adverse consequences.

Preparedness
The process of making an organization ready and able to implement the other three
phases of emergency management.

Four Phases of
Emergency Management

1.  Preparedness

2.  Response

3.  Recovery

4.  Mitigation
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Unit Four
POTENTIAL HAZARDS

This unit provides a brief overview of the many
types of hazards that may threaten Florida’s
community-based organizations.

NATURAL HAZARDS

Severe Weather Systems

Severe weather systems are the most common major hazard in Florida.  Included in this
category are hurricanes, tropical storms, tornadoes, thunderstorms, winter storms,
lightning and hail.

Hurricanes are tropical cyclones originating in the Atlantic Ocean or Gulf of Mexico
during the warmer months (mostly from June to November).  They are characterized by
high winds, widespread torrential rains and flooding, and often by massive coastal storm
surges.  By definition, a hurricane has winds of 74 MPH and it can exceed 155 MPH.
Winds above 111 MPH typically result in major damage.  Flooding from hurricanes can
extend far inland, result in extensive damage, and last for days, if not weeks, after the
hurricane has passed.  Storm surge consists of an abnormal rise in sea level that
threatens life and property along the coastal areas.

Tornadoes are more localized than hurricanes, but can be in excess of a mile wide and
can travel many miles before they dissipate.  Unlike hurricanes, the warning time for
tornadoes is extremely short and tornadoes frequently hit with no warning whatsoever.
Most tornadoes have wind speeds of less than 110 MPH, but some tornadoes can
approach 300 MPH.  Florida is third in the nation in the annual number of tornadoes.

Even thunderstorms can produce extremely violent weather¸ producing straight line
winds in excess of 100 MPH, causing dangerous flash flooding and producing hail and
lightning.

While, hurricanes, tornadoes and thunderstorms are usually associated with warmer
weather, Florida can also be the target of severe winter storms that wreak the same
disastrous results as their summer cousins.  Winter can also bring extreme cold that can
be dangerous to people, animals and crops and immobilize areas that have limited
experience in dealing with this type of weather.

Unit Four
Potential Hazards

 Natural

 Man made

 Technological

 Criminal/terrorism

 Other

 Unique/specific
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Flooding

While flooding is a component of hurricanes and
other severe weather, it merits independent
consideration due to the magnitude of its impact
on Florida and the rest of the country.  Flooding
can be deadly.  More lives are lost due to flooding
than any other danger associated with severe
weather systems.  As much as 90 percent of the
damage related to all natural disasters (excluding
drought) is causes by floods and associated
debris flows.

Extreme Heat and Drought

Extreme heat is mostly a life safety issue, for people, animals and crops.  These issues
can also translates into workplace ramifications and have significant effect on
businesses associated with tourism or agriculture.  Not-for-profit agencies may affected
due to the impact on their clients.

Drought results from abnormally periods of dry weather that can produce serious effects,
particularly to agriculture.  Major droughts can also create shortages in water supply,
creating major consequences for urban as well as rural areas.  The economic impact
can be devastating.  Drought also increases the risk of wildfires and flash floods.

Wildfire

While the possibility of a wildfire is greatly increased by extended droughts, the risk of
such a fire always exists.  The spring and fall seasons are dryer in general, and the
winter is often referred to as the “fire season.”  Fires can be started naturally, often from
lightning, accidentally, or in many instances purposefully by arsonists.  Wildfires have
historically  impacted forested or rural areas.

Sinkholes and Seismic Events

A limestone bedrock known as karst topography underlies much of Florida.  Over time
water is able to dissolve this bedrock, producing depressions, caverns, springs and
sinkholes.  Sinkholes occur when the roof of a natural underground cavern collapses.
Sometimes this occurs gradually, but it is just as likely to be a sudden event resulting in
property damage, injury or loss of life.  As Florida has become more developed man’s

Natural Hazards

 Severe weather systems

 Flooding

 Extreme heat and drought

 Wildfires

 Sinkholes and seismic events

 Agricultural diseases and pests

 Human disease epidemics
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activities, such as pumping water, construction and changing drainage patterns, have
increased the rate of sinkhole formation in the state.

Earthquakes are major hazards in many areas of the country, but are not considered to
be a significant hazard in Florida.

Agricultural Diseases and Pests

Agricultural operations are extremely vigilant regarding diseases and pests that affect
crops or animals.  Not only are individual operations impacted, this hazard includes the
risk of diseases and pests quickly spreading to others and infecting whole regions or
perhaps the entire state.  In addition to direct economic losses, agribusiness in general
can be affected as well as the food and restaurant industry.  The entire state economy,
including those who have no direct ties to agriculture, can suffer severe consequences
as a result of agricultural pests or diseases.

Human Disease Epidemic

Human diseases can have a wide-ranging effect and may be considered to be the most
serious hazard face by mankind.  Absenteeism due to a cold “going around town” can
have slight to moderate impact on operations.  More serious diseases can begin to affect
suppliers and customers as well.  While modern medicine and tracking techniques
reduce the risk of more widespread epidemics, the modern, mobile world remains at risk
for dangerous, possibly fatal contagious diseases.  The plague killed millions during the
middle ages; hundreds of thousands of people in this country died in the 1920’s during
an influenza epidemic.  Recent events, such as the SARS crisis, remind us that these
hazards continue to exist.

MAN-MADE HAZARDS

Fire

Building fire is one of the most common
hazards.  Every year fires cause thousands of
deaths and billions of dollars in property
damage.  The National Safety Council
estimated that in 1988 workplace fires caused
over $3 billion dollars in damage and claimed
360 lives.

Man Made Hazards

 Fire

 Hazardous materials
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Hazardous Materials

Hazardous materials are substances that are either flammable or combustible,
explosive, toxic, noxious, corrosive, oxidizable, an irritant or radioactive.  A hazardous
material release can pose a threat to life, health or property.  Hazards can exist during
production, storage, transportation, use or disposal.  Hazardous materials are always
nearby but do not necessarily have to be in the immediate vicinity in order to pose a
great threat to life and safety.

TECHNOLOGICAL HAZARDS

Technological Emergencies

Technological emergencies include any
interruption or loss of utility service, power
source, life support system, information system or
equipment needed to keep a organization in
operation.

Power Service Disruption

Power service disruption could be the result of outside events such as an accident,
power grid failure, weather or terrorism, or result from some internal problem. Power
failures can have cascading effects, often disrupting other critical systems such as
computer networks and communications systems.  Depending on the nature of an
operation, disruption in the delivery of other utility services could also constitute a major
hazard for continued operations.

Environment Health

While outdoor air quality remains a major problem and can be an extraordinary hazard in
some locations, indoor air quality has also become a great concern, both for affected
organizations and the insurance industry.  Primary threats to indoor air quality will
include mold.  Mold exists almost everywhere and people are exposed to it daily by
touching, eating and breathing.  In some cases, however, building conditions cause
excessive growth of mold, which has adverse health consequences such as skin
irritation, allergic reactions, asthma, headache and fatigue.  Mold can also cause
physical damage to buildings and building contents.

Technological Hazards

 Technological emergencies

 Power service disruption

 Environmental health

 Radiological emergencies
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CRIMINAL AND TERRORISM HAZARDS

Terrorism

Terrorism is the threat or use of force or violence
against persons or property for the purposes of
intimidation, coercion or ransom.  The goal is to
create fear among the public, erode citizens’
confidence in their government and to obtain
immediate publicity for a cause. Although typically
associated with political causes, terrorism may also
be motivated by non-political reasons such as
extortion and revenge.

Bomb Threats

Bomb threats can be a form of terrorism or someone’s idea of a prank.  In either case
the results are the same and appropriate precautions must be taken.

Building Explosion

Explosions in buildings are most frequently caused by some internal malfunction or
accident, however, in some instances the explosion is the result of a conscious attack.
The results can be the same: immediate injury and death, damage to the building and its
contents, fire and possibly collapse of the building.

Suspicious Letters and Parcels

Explosives and chemical or biological agents can be inserted into a facility through
normal delivery channels.  In some cases the letter, package or container may arouse
enough suspicion that appropriate protective measures can be taken before the parcel is
opened or has had the time to produce its intended consequences.

Criminal/Terrorism
Hazards

 Terrorism

 Bomb threats

 Building explosion

 Suspicious letters & parcels

 Chemical & biological weapons

 Cyber attacks

 Civil unrest

 Robbery & theft
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Chemical and Biological Weapons

Chemical agents designed for warfare may also be used as terrorist weapons.  These
agents are poisonous vapors, aerosols, liquids or solids that have toxic effects on people
animals or plants.  Some are odorless and tasteless.  They can have an immediate
effect or an effect that is delayed from hours to several days.  Chemical agents tend to
dissipate rapidly outdoors but can be very effective in a closed environment.

Cyber Attacks

Cyberterrorism is an attack on computers, networks and information systems.   The most
common type of attack uses software to infiltrate and damage an operating system or to
perpetuate theft of information.  Electronic systems are also vulnerable to physical attack
through direct physical access to equipment and hardware or the use of electronic
devices such as a High Energy Radio Frequency Gun or an Electromagnetic Pulse
Transformer Bomb.  Cyberterrorism is a particularly critical hazard for the
telecommunications, finance and banking, electric power, and transportation industries.

Civil Unrest

Civil disturbances include riots, threatening individuals or assemblies that have become
significantly disruptive.  Demonstrations are actions designed to advocate a particular
position on an issue.  Most are peaceful and may only cause an inconvenience.  They
become a hazard when they disrupt operations.

Robbery and Theft

Organizations dealing with the general public suffer the greatest exposure to the
possibility of theft or being robbed.  However, other businesses are not immune to
robbery or theft and, depending upon the nature of the business, may be a target for
larger and more sophisticated criminal endeavors.

OTHER HAZARDS

Violence in the Workplace

Violence in the workplace can be perpetuated
by outsiders or by employees.  In either case,
many organizations have been found to be
legally and financially responsible for the
consequences.

Other Hazards

 Violence in the workplace

 Internal sabotage/fraud/theft

 Loss of key staff

 Workforce disruption
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 UNIQUE OR SPECIFIC HAZARDS

• What hazards do you face that are unique or specific to your own organization?

Unique/Specific
Hazards

What hazards do you face that 
are unique or specific to your 
own organization?



18



19

Unit Five
PREPAREDNESS

Preparedness is the process of making an
organization ready and able to implement the
other three phases of emergency management:
response, recovery and mitigation.  This Unit will
focus on preparation, particularly the continued or
on-going operation of your organization, that is,
Continuity of Operations.

In order to know what you want to be and where
you want to go after some disastrous event, you
must first have a plan for getting there.  And that
plan begins with an understanding of who you are
now and how today’s operations function.

Prior to developing a Continuity of Operations plan three critical questions must be
addressed.  What is your purpose?  What is your current condition?  What is your goal?
The answers to these questions will guide you and your team during the planning
process as well as after any disaster.

PURPOSE OF ORGANIZATION
Why does your organization exist?  What is its
reason for being?  As a business, the most likely
reason is to generate a profit.  How you generate
that profit is the means to that end.  A not-for-
profit agency, by definition, has a different
purpose.  What is that purpose?  Can it be
accomplished in a manner different from the
current model?

Essential Functions
Having defined the purpose of your organization,
it is necessary to understand the means by which these purposes are accomplished.
What are your products and services?  Who is involved (both internally and externally) in
the achievement of your objectives?  What facilities and equipment are needed?  What
administrative operations and personnel are vital to the operation?  What are the
necessary lifeline services such as utilities, transportation and communication?  These
“mission essential functions” are addressed more fully later in this unit.

Unit Five
Preparedness

 Purpose of your organization

 Current conditions

 Post-disaster goals

 Plan

 Training & exercise

Purpose of Organization

Why do you exist?

How do you exist?
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THE PLAN

PROCESS

The Continuity of Operations plan cannot be
predefined – no boilerplate, fill-in-the-blanks format
will serve the unique needs of your particular
organization.  The process of developing the plan
may be as valuable as the plan itself.  Strong
management support is critical to the success of
the planning effort.  Participation by all components
of the organization is essential, both in the creation
of the plan and, should it become necessary, in its
post-disaster implementation.

Establish a Planning Team

The first step in the Continuity of Operations
process is to create a planning team.  This team is
responsible for creating, implementing and
maintaining the plan.  The team approach will
insure that all components and essential elements
of your organization are represented in the process
and are integrated into the plan.  A team approach
will also enhance the visibility and stature of the
planning process throughout your organization,
encourage participation in and commitment to that
process and insure that sufficient time (manpower)
is available to complete the task.

The Plan

 PROCESS

 ESSENTIAL ELEMENTS

PROCESS

 Establish a planning team

 The planning process

 Continuity of Operations Plan

Establish a
Planning Team

 Policy statement

 Membership

 Leadership

 Activities
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It is important that management strongly and visibly support the process.  A policy
statement should be issued by top management affirming the need for and value of the
plan, while acknowledging the resources needed for its achievement.  The statement
should formally authorize the policy team to take the steps necessary to develop and
implement the plan.

Finally, the management statement should appoint the members of the planning team.
The team should be lead by the chief executive or a top-level manager.  All functional
areas should be represented.

Personnel should be selected based on their knowledge and skills.  The team should
include those who can be active members and those who can provide advice on specific
components.

There should be one individual with overall responsibility for the planning process. Once
the team is established, sub-committees based on the essential elements of the
Continuity of Operations plan can be established.  Other initial activities would include:

• Assignment of specific tasks
• Formation of an Emergency Management Action Team
• Creation of a work schedule and time-line for deliverables
• Development of a budget
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The Planning Process

Prior to writing the plan, baseline information
should be assembled by the planning team.  An
initial step would be to revisit the questions
addressed by management prior to the creation
of the team: what is the purpose of the
organization and what are the essential
functions? Additional information to be collected
includes possible hazards/emergencies,
vulnerability to these hazards and the
organization’s capacity to handle an emergency.

Current plans and policies that affect the process
should be procured as well as building plans and site maps.  Other baseline information
would include: resource lists (equipment, supplies, services), hazardous materials
(including cleaning supplies and chemicals), mutual aid agreements, security
procedures, evacuation plans, information technology inventories and procedures,
employee manuals, record retention procedures, organization charts and delegations of
authority.

Codes and regulations affecting the organization’s operations must also be identified.
The team’s legal advisers should identify hazardous materials rules, Occupational Safety
& Health Administration (OSHA) regulations and other federal, state and local laws.

The steps in writing the plan are similar to most general planning processes.  It is the
focus of the plan, and the essential elements¸ that make it specific to Continuity of
Operations.  The general sequence is as follows:

• Establish goals
• Collect data
• Determine risks and vulnerabilities
• Analyze current capabilities
• Prepare first draft
• Internal review – across the organization
• Incorporate changes, prepare second draft
• External review – external parties affected by plan elements, outside experts,

fellow agencies, state and local emergency management and other cognizant
government agencies

• Incorporate changes, prepare final draft
• Final internal review – across the organization
• Present final plan to management for approval, official acceptance and adoption

as company policy
• Print and distribute
• Train, exercise and regularly update

The Planning Process

 Define goals

 Collect data

 Prepare drafts
• Revise and modify

• Final report

 Acceptance and approval

 Implement
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The Continuity of Operations Plan

The Continuity of Operations plan should address
certain minimal “elements”.  These “elements”
are described in greater detail later in this unit.
Within each element and for the organization and
plan as a whole there are various component
parts that should be addressed.  These include:

• Purpose, applicability and scope, and
authorities and references

• Concept of Operations
* Key Staff
* Mission Essential Functions
* Direction and Control
* Alert and notification

• Operational implementation phases
* Activation
* Alternate Operations
* Recovery
* Termination

• Responsibilities and Procedures

• Annexes for each Essential Element

• Standard Operating Procedures, such as, but not limited to:

* Activation Procedures
* Notification Procedures
* Building Evacuation Plan
* Call Down Procedures and Lists
* Customer and Supplier Notification Plans
* Alternate Facilities Plans
* Site Support Procedures
* Resource Acquisition Plans
* Protection of Vital Records and Databases Plans
* Alternate Communications Plans
* Facility Disaster Supply Kit and Go Kit Checklists
* Family Preparedness Guidance

The Continuity of 
Operations Plan

 Purpose

 Concept of operations

 Operational implementation

 Responsibilities & procedures

 Annex

 Standard operating procedures
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ESSENTIAL ELEMENTS

As noted above, a Continuity of Operations plan follows a generally accepted planning
process, but contains certain components and elements that are essential to the plan’s
effectiveness and viability.  The Essential Elements that will be found in a
comprehensive Continuity of Operations plan include at a minimum:

1. Mission Essential Functions
2. Current Resources and Capabilities
3. Hazard Identification, Risk Assessment and Vulnerability
4. Delegation of Authority
5. Orders Succession
6. Logistics and Administration
7. Security
8. Communication
9. Facilities and Equipment
10. Vital Records / Information Technology
11. People
12. Supplies, Products and Services
13. Insurance
14. Community Interface

1. Mission Essential Functions

Mission essential functions are critical activities
that are vital to the survival of the organization
and the accomplishment of its mission.  These
functions must be performed or the organization
ceases to operate.  The identification of mission
essential functions should be based on both the
normal day-to-day operations and upon the
responsibilities during a disaster.

Identify All Organizational Functions
• Operations
• Information Technology
• Legal
• Financial
• Administrative
• Planning
• Other

1. Mission Essential 
Functions

 Identify all organizational functions

 Determine criteria for selection

 Identify mission essential functions

 Prioritize mission essential functions

 Calculate personnel needs

 Determine required resources
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Tools and resources needed to carry out the function should be determined during the
identification process.  Do not overlook functions that may be small but are extremely
significant.  Do not group functions too broadly to be able to effectively describe the
requisite support requirements.  Do not group the functions in too much detail to be
manageable.  The Mission Essential Function list may be modified as information is
developed in the planning process and in future versions as a result of data developed
during the training and exercise phases.

Determine Criteria for Selection
Essential missions are those that must continue or the organization will fail.  Not every
important function or activity will be essential to the mission, however, it should not be
assumed that those functions that do not appear on the essential mission list are
unnecessary or superfluous to the organization’s success.  Designation as essential or
non-essential should be based on the Continuity of Operations objectives and not reflect
on the function’s general contribution to the organization.  This can be a very sensitive
point and planners should be aware of the issue as they deal with the organization’s
personnel, sub-units and functional areas.

Identify Mission Essential Functions

• Apply selection criteria
• Would function increase, decrease, remain the same or terminate during

an emergency?
• Would elimination or curtailment restrict the organization’s ability to

deliver its product or services?
• Be especially cautious of “single points of failure”: functions where

performance depends on a single resource or activity
• Determine organizational unit responsible for each function
• Identify organizational, product and service linkages to each essential

function
• Identify resources necessary to keep the function operational

Prioritize Mission Essential Functions
Just as mission essential function identification is the result of prioritization of all
organizational functions, prioritization with the mission essential function list is also
necessary.  Priority should be given to any function with life or safety issues.  In some
cases, one function may be the prerequisite for one or many other essential functions.
Laws and regulations may mandate a certain priority.

• Determine which functions must be restored immediately or without
interruption.

• Determine which functions are most critical to the organizational
operations

• Rank in order of restoration
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Identify Personnel Needs
Determine the manpower needed to perform the essential function.  This may be based
on a 24-hour operation divided into two or more shifts.

• Determine man-hours required
• Divide by shifts or operational hours to determine number of personnel

required
• Assign personnel based on skill and knowledge
• Be certain that each assigned person is given the authority to perform the

mission essential function

Determine Required Resources
Each mission essential function should be examined to determine what, if any, special
equipment or resources are necessary to carry out its objectives.

• Minimum information necessary to accomplish the function, including
mission-specific information, vital records and Continuity of Operations
plans, processes, checklists and standard operating procedures.

• Equipment, supplies, computer systems and software, communication
systems, transportation and other resources required to accomplish the
mission.

2. Current Resources and Capabilities

This essential element enables an organization to
understand where it is now, what will be required
to continue its operations and what capabilities
and resources need to be developed in order to
accomplish its essential missions.

• Analyze capabilities
• Inventory resources
• Examine organization charts and

personnel assignments
• Evaluate lines of authority
• Review internal plans and policies
• Analyze lines of communication
• Determine weaknesses

2. Current Resources
and Capabilities

 Current situation

 Required resources and 
capabilities

 Identify weaknesses
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 3. Hazard Identification, Risk Assessment and Vulnerability

There are three concepts involved in considering
the likelihood of an event adversely affecting your
operations.  “Hazard identification” consists of
developing an understanding of the types of
events that could affect you, your inter-
organizational network or your community.  Unit
Four discussed potential hazards in some detail.
As part of the Continuity of Operations planning
process these hazards as well as others you
might identify as unique or specific to your
particular situation become the starting point for
your analysis.

“Risk assessment” addresses the probability that a particular hazard might impact your
organization, either directly or indirectly.  It involves making the hazard specific to your
planning process.   Considerations might be location in a hurricane or flood zone,
building construction, proximity to hazardous materials, historical events, or because of
the nature of your product or service, the likelihood of terrorist or criminal activity.  The
range of possible hazards must be assessed to determine which are the greatest risks to
you.

Finally, you must address the question of “vulnerability”, that is, what is the potential
impact on your organization. Vulnerability analysis examines the potential frequency and
severity of an adverse event in terms of your organization’s current capabilities as well
as the length of time the event might impact you.

Vulnerability is frequently divided into three principal categories.  Most important, of
course, is human impact: your employees, customers and clients.  You are considering
the possibility of injury or even death.  Safety issues will always be your top priority.
Second to safety, but a part of the human impact are liability risks, potential damage to
your reputation and business interruption.

Secondly, you must examine the vulnerability of your property, whether it be your
facilities and equipment, supplies, stock and product, or such intangibles as your client
lists, databases and other vital proprietary information.  While some things can be
repaired or replaced, others may not be replaceable.   How vulnerable these items are
and the cost-benefit of protective measures must be included in the analysis.

The vulnerability of your operations to an emergency must also be studied.  Your
organization can suffer great damage even if there are no life/safety issues and your
property survives relatively unscathed.  How vulnerable are you if your employees are
unable to report to work, there is an interruption in critical supplies, the transportation
distribution system is disrupted, or if utilities are unavailable?

Subsequent to assessing risks and vulnerabilities, it is important to assess you
resources and ability to respond to each threat.  Do you have the internal resources and
capabilities to respond?  Are there external resources available to respond or will they

3. Hazard Assessment, Risk
Assessment and Vulnerability

Hazards

Risks

Vulnerability
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have other priorities to serve? Can you establish mutual aid agreements?  If the answers
to these questions are no, you must then determine what can be done to prepare for the
problem.2

4. Direction & Control

The Direction & Control element addresses how
your agency is organized to direct the operations
outlined in your Continuity of Operations plan.
Someone must be in charge during an
emergency.  These procedures may differ
dramatically from the normal day-to-day structure
of your company operations, including most
importantly, lines of authority.  There are several
types of organizational structures in use,
including Emergency Support Function, Incident
Command System and Emergency Management
Group.

Whatever system is selected, the purpose is to develop a set of standard procedures for
organizing personnel, facilities, equipment, supplies, services, communication and
administration at the scene of an incident, which enables all parties to systematically
organize and coordinate their efforts.  This command system is responsible for front-line
management of the incident, tactical planning and execution, determining whether
outside assistance is needed, and for managing requests for internal and external
resources

Such a system ensures safety, reduces confusion and further damage and allows critical
decision-making within severe time limitations. It is implemented at the time the incident
occurs and continues until the incident is closed.  It can be expanded or reduced in size
over the course of the incident as conditions demand, and can be used for small
emergencies through major disasters.

                                                  
2 See Appendix 1

4. Direction & Control

 Who is in charge?

 Authority

 Capability
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The emergency management team must have the capability and authority to:

• Assume command
• Assess the situation
• Implement the emergency management plan
• Determine and oversee response strategies
• Activate resources
• Order an evacuation
• Declare the incident “over”

5. Authority and Succession

After an incident has occurred, it is too late to
determine who has the authority to do what.
Authority, delegation of authority and lines of
succession should be part of a normal course of
business and are essential elements of a
Continuity of Operations plan since roles and
responsibilities will often differ during an
emergency.

The plan should pre-delegate the authority
required for making policy decisions and carrying
out the responsibilities described in the plan.  Document the necessary authorities,
delineate the limits of authority and accountability and explicitly state the authority of
designated successors.  The plan should clearly state when the authorities become
effective and when they terminate.

Orders of succession are also an essential element of the plan.  In the event key
leadership is unavailable, it is critical that responsibility and authority can rapidly
transition in a stable and organized manner.  Lines of succession should be pre-
established, maintained and regularly updated.

At a minimum, delegations of authority and orders of succession should:
• Describe which authorities can and should be delegated
• Describe the circumstances under which the authorities would be exercised
• Specify when they would become effective and terminate
• Identify limitations of delegation
• Identify to whom authorities should be delegated
• Address conditions for succession
• Ensure the recipient of authority is prepared to execute the associated

responsibilities

5. Authority & 
Succession

Authority

Delegation of authority

Lines of succession
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6. Logistics and Administration

This essential element of the plan provides for the
administrative and logistical support of the
response and recovery operations.  Complete
and accurate record keeping is a major function.
Certain records may be required by law, some
are necessary for insurance purposes and others
may be invaluable in the event of any legal
action.  In addition, a detailed record of activities
can become the basis for future plan revisions.

In addition to record keeping, a plan must be developed for the general administrative
management of the operation, including personnel, purchasing, accounting, public
relations and other functions that an administrative support team would normally provide.

The provision of equipment, supplies and services during an event will require logistical
support.  An analysis of what will be needed should be conducted in this element and
provisions should be made to insure its availability.  Outside assistance or mutual aid
agreements may be considered.  Service contracts, pre-positioning, off-site storage, and
Go-Kits are possible alternatives.  At a minimum the logistics portion of the plan should:

• Identify, pre-position and maintain equipment and other resources on-site and/or
at off-site locations.

• Identify and arrange for the acquisition of equipment and other resources from
outside sources

• Prepare and pre-position Go-Kits
• Provide for telecommunication and information technology support on-site and at

any alternate facilities
• Establish provisions for personnel support, including food, lodging and

transportation at all probable locations
• Provide for backup electrical power
• Prepare and maintain site support procedures for all necessary equipment,

supplies and services

7. Security

Organizations should insure that all four types of
security are addressed: Operational, Cyber,
Physical, and Access Controls. Security measures
for each of these areas should be incorporated into
the Continuity of Operations plan.

6. Logistics & 
Administration
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Operational Security – measures to deny access to pieces of information that can be
assembled to provide overall picture of your operation or a critical component.

Cyber Security – protection against access to information systems by unauthorized
recipients and intentional but unauthorized destruction or alteration of that information
system.

Physical Security – layering of physical barriers for site perimeter, protective lighting, and
site surveillance, both overt and covert measures are used.

Access Controls– measures used to control access to facility or site: keys, ID cards,
PINs, or other identifying techniques

Each organization should:

•Establish Operational Security and Cyber Guidelines, including guidelines for handling
  the Continuity of Operations plan
•Address physical security of current facilities and at alternate facilities
•Enact personnel access controls for employees and critical customers
•Address security of communications, if appropriate
•Be prepared to augment all security levels based on the emergency or the threat

8. Communication

The communications element of the plan should
examine what methods and equipment will be
needed to report emergencies, warn personnel
and customers of danger, keep in contact with
customers and suppliers, keep employees and
families informed and coordinate response and
recovery actions, keeping in mind that normal
communications could be disrupted in many
ways.  The ability to communicate both at existing
facilities and alternate facilities must be
developed.

The communications capability should be commensurate with the organization’s planned
operations. Redundancy of communications is vital and the capability should be
developed to sufficient depth to assure availability

8. Communication

 Methods

 Equipment

 Main and alternate facilities

 Internal and external

 Mobile
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 Within the Continuity of Operations plan communications should at a minimum:

•Identify the data and communications systems needed to support mission essential
 functions
•Ensure availability at main and alternate facilities of

–Voice and fax
–Cellular
–Satellite
–Internet and email
–Data systems
–Emergency systems (NAWAS, EAS, etc), if necessary
–Secure communications, if necessary

•Provide for both internal and external communications
•Consider mobile communications capabilities

9. Facilities & Equipment

Procedures for protecting facilities and equipment
are essential to timely restoration of operations.
The first step in this process is a physical
inventory of all property.  For planning purposes
many items can be grouped if they warrant similar
protective action, e.g., moving vehicles to a safe
location.  Examples of other procedures include:

• Fighting fires
• Containing hazardous materials spills
• Shutting down utilities
• Shutting down equipment
• Closing and/or covering doors and windows
• Covering and/or securing equipment and supplies
• Moving equipment to a safe location

This element of the plan should also examine the need for pre-installed protective
systems such as:

• Fire protection systems, including monitoring, warning and extinguishing
• Lightning protection
• Water-level monitoring
• Overflow detection devices
• Emergency power
• Security systems

In some cases your efforts to protect your facilities and equipment will be inadequate.
You may find that your building will be inaccessible for 48 hours, or 72 hours or a week.
Following a hurricane or other major disaster, you may not be able to reopen your facility
for weeks or even months.  How will you be able to operate?

9. Facilities and 
Equipment
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 Procedures

 Protective systems

 Alternate facilities
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 The answer is to have plans in place to use an alternate facility.  This element of the
Continuity of Operations plan should identify an alternate operating facility or facilities, as
needed.  The facility should be capable of accommodating and supporting all mission
essential operations for a minimum of 30 days.  At a minimum, the plan should:

• Identify potential sites from existing organization facilities, if available
• Consider cooperative agreements, sharing with other organizations and virtual

office technologies
• Ensure sufficient space and equipment is available to accommodate a defined

number of relocating personnel and any specialized equipment that must be
brought in to the facility

• Provide for reliable logistical support, services, and infrastructure systems
• Ensure the ability to sustain operations for a period of up to 30 days
• Consider pre-positioning assets and resources at proposed facility
• Ensure appropriate physical security and access controls

10. Vital Records and Databases

The Continuity of Operations plan should provide
for the protection and availability of electronic and
hardcopy (as applicable) mission essential
records, documents, references, information
systems and databases.  These vital records may
include, but not be limited to, financial and
insurance information, engineering plans and
drawings, product lists and specifications,
employee, customer and supplier databases,
personnel files, corporate and legal records, and
formulas and trade secrets.3

At a minimum the plan should:

• Identify vital records, systems and data (hard copy and electronic) that are critical
to mission essential functions

* Classify operations into functional categories (finance, research,
   administration, etc.)
* Determine mission essential functions
* Identify minimum information that must be preserved and available
* Identify the records that contain this essential information
* Identify the equipment and materials needed to access and use the
   information

                                                  
3 See Appendices 11, 12, 13, 14, 15, 16
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• Plan for the protection, duplication, movement and storage of records, such as
* Labeling vital records
* Backing up computer systems
* Making hard copies
* Converting hard copies to electronic files
* Storing in secure/safe rooms
* Storing at various off-site locations
* Increasing security of computer equipment
* Arranging for evacuation of records to alternate or backup facilities
* Arranging for backup power

• Ensure accuracy and currency of records by having a regular updating plan
• Ensure procedures for creation and maintenance of new records created during

and after an incident, including accurate records of response and recovery
operations

11. People

One element of the plan should specifically
address the needs of people, particularly
organization personnel.  The safety of all persons
occupying a facility at the onset of an incident is
paramount.  This implies the need for a warning
system, evacuation procedures and/or in-house
sheltering.

Warning systems should be audible/viewable by
all people in the facility and have an auxiliary
power supply.  Procedures should be established
to warn customers and outsiders who may not be familiar with the system.  Test the
system regularly.

Evacuation plans include clear lines of authority and management, routing and
assembly, operational shutdown and re-entry procedures.4   In some cases the best
means of protection is taking shelter within the facility.  In this case secure space must
be identified and equipped with the appropriate supplies, equipment, food and water.  A
system should also be designed to manage the operation and the shelter.

Employees, as well as those who will be responsible for implementing the plans, should
be trained in these emergency protective procedures.  Evacuation and sheltering
procedures should be provided in writing and the necessary maps and other guidance
posted in strategic locations. Regular drills are imperative.

                                                  
4 See Appendices 18 & 19
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Survival of an organization during and after an emergency will depend as much as
anything on the well-being and survival of its personnel.  It is in the best interest of the
organization to provide as much employee support as possible.  This support can take a
variety of forms, depending on the nature of the emergency, the needs of the employees
and the capacity of the organization.

A part of any personnel support plan, however, is communication with the employees.
Basic information concerning the impact of the emergency on the organization, current
activities and immediate plans are essential to the employee.  How this information is to
be disseminated should be established.  Inform the employees how and when they may
call in.  Establish and continually update employee and management rosters.  Create
call down lists or telephone trees.5

Equally important, employees who remain at the facility will need to know if their families
are safe (or they will probably leave).  All employees should be encouraged to consider
how they would communicate with their family if they were separated from one another.
In addition to direct contact, they can arrange to communicate through a third party who
lives out of the area.  In case their home is impacted, emergency meeting places can be
pre-determined.

Payroll is an extremely important issue to employees.  Computers may be down, power
could be interrupted and banks and ATM’s may be out of service.  Employees may need
to make repairs, take care of everyday needs and report to work. Plans and backup
plans need to be developed to insure that employees can be paid.

Additionally, your operation may be shut down or be on reduced hours.  In this time of
need, is it possible to provide pay advances for those employees who are not working?

If the emergency is widespread, employees may need flexibility and support from
management in order to take care of added personal responsibilities.  Could work-at-
home, reduced hours or flexible hours be made available?

An emergency can create enormous amounts of stress.  This stress can be created both
as a result of conditions at the organization and because of conditions at home.  When
developing an emergency management team, training managers to recognize and deal
with stress is a valuable investment.  The return to normal operations will be enhanced if
stress is acknowledged as one of the impediments to recovery.

Stress is an inevitable part of the recovery process for all personnel, including not only
staff, but leadership and management (maybe even more so) as well.  It would be wise
to consider the possibility of developing crisis counseling teams or employing stress
management professionals to assist in handling these needs.

                                                  
5 See Appendix 8
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Employee Family Preparedness

Employees will be extremely concerned about their
own personal safety, that of their families and their
homes during an emergency.  If they have no plan
to deal with the personal effects of the emergency,
it is unlikely they will be able to be of much
assistance in the organization’s response to events.

Employees should be encouraged to create their
own emergency preparedness plan.  At a minimum
the plan should address the following issues:

• Advance arrangements for property and contents protection
• Food, water, supply and medicine cache
• Alternate shelter options in the event of evacuation.
• Evacuation plans and checklists
• Family communication procedures
• Knowledge of flood zones, evacuation zones, geographic conditions
• Dependent care
• Medical/dental: Medical records, prescriptions and supplies, location of

emergency service providers
• Cash and other resources
• Pet care
• Transportation and fuel

There are numerous sources of guidance for the preparation of a family preparedness
plan, particularly the American Red Cross, Florida Division of Emergency Management
and the Federal Emergency Management Agency.6

12. Supplies, Products and Services

The core of your operation is the delivery of a
product or a service.  To produce a product or
service you must obtain supplies and services.  If
this chain of activity is interrupted, your operation
is also interrupted, or even shut down.  This
essential element of your plan should address
how to maintain your supply of goods and
services, how to protect your existing inventory of
supplies and products and how to continue to
deliver your service to your customers.

                                                  
6 See Appendix 20
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13. Insurance

Insurance provides the financial means to recover
from disasters and other large or small events
that can adversely affect your organization.  Your
best source for information will be your insurance
agent.  Appendix 3, the Insurance Coverage
Discussion Form, is a useful tool to help you get
started.  Following is a very brief overview of the
types of insurance that you should consider when
developing your Continuity of Operations plan.

• Property - covers physical assets such as buildings, equipment, furnishings,
inventory and more.  In some cases it may also provide income if your agency is
forced to suspend operations after a covered loss.

• Liability – designed to protect your organizational assets if you are sued for
something you did or didn’t do that resulted in bodily harm or property damage to
someone else.

Many insurance providers bundle property and liability insurance
coverage into a owner’s policy.  The basic package can then be tailored
to your specific needs, including adding other coverages such as lost
income.

• Flood – you are four times more likely to experience a flood than a fire.  Yet most
property insurance policies do not cover damage from flooding. A separate flood
insurance policy should be considered and certainly should be purchased if you
are in an area that has any possibility of flooding.  Your insurance agent or local
government can help you access information on the flooding potential of your
location.

• Commercial Automobile – your personal automobile insurance policy will not
cover you when the vehicle is being used for your organization.  A commercial
policy is necessary.  You may also want to consider coverage for “non-owned”
vehicles: when employees use their own vehicles for company purposes or when
your agency uses rental vehicles.

• Workman’s Compensation – required by law in most states, this type of
insurance provides benefits to employees who suffer some job-related injury or
illness.  In addition, Employer’s Liability Coverage protects employers in the
event they are sued for damages arising from employment-related injury or
disease.

• Errors & Omissions – this type of policy covers your financial exposure if you are
sued in the course of your business for failing to provide correct information or
advice or for providing incorrect information or advice.

13. Insurance

 Basic coverage

 Flood

 Business income



38

• Umbrella – provides additional liability insurance coverage after the limits of your
basic policy have been reached.

14. Community Relations

Your organization is part of a broader community.
Your relationship with the community will influence
the success of your current operation as well as
your ability to protect personnel and property and
return to normal operations after an emergency.
This important element of your Continuity of
Operations plan should focus on your interaction
with your customers, other organizations, the media
and the general public.

• Maintain a dialogue with community
leaders, first responders, government agencies, community organizations and
utilities.  Involve appropriate agencies in the development of your plan and have
them participate in exercises. Meet with community groups and conduct facility
tours.  Be a part of the community.

• Establish mutual aid agreements with local response agencies.

• Look for opportunities to provide community service, before and during
emergencies: sheltering, personnel, equipment, transportation, product.

• Have a public information plan in place: suppliers, customers, shareholders,
neighbors, emergency organizations, regulatory agencies, and the general
public.

• Plan, develop and staff a media relations program.  Do not wait for an event to
occur.  Make this activity a distinct component of the overall planning process.

14. Community 
Relations

 On-going

 Event related

 Public information

 Media
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TRAINING AND EXERCISE

Train  •  Test  •  Exercise  •  Modify

In order to implement the Continuity of
Operations plan, you must integrate it into
company operations, train your personnel, test
their skills and exercise the procedures.  Lessons
learned in the process will allow you to correct,
modify and refine the Continuity of Operations
plan.

A written plan is just a starting point.  Turning it
into a dependable, effective activity takes
additional work.  Training your personnel permits
them to be confident in their roles.  Testing and exercise helps to develop expertise and
allows the planners to evaluate the effectiveness of the various components.

A comprehensive training and exercise program should:

• Integrate the plan into agency operations
• Establish policy guidance and standards
• Include training courses and materials
• Contain regularly scheduled tests
• Involve exercises of various types and complexity
• Include evaluations and remedial action processes

Integrate the Plan

• Insure that senior management supports the
plan and knows their own roles in its
execution

• Fully incorporate the plan into the
company’s accounting, personnel and
financial procedures, including specific and
adequate budget allocations

• Integrate all levels of the organization,
including regions and field locations

• Develop annual, company-wide testing,
training and exercise schedules7

• Involve all levels of the organization in plan
evaluation and modification

Establish Policy Guidance and Standards

                                                  
7 See Appendix 2

Training & Exercise

 Integrate plan into organization 
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 Establish policies
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Standards

 Formalize

 Advisory group
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 What, who & when

 Budget
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• Develop a formal training and exercise program
• Establish a working advisory group
• Assign specific responsibility to one person, with the option of additional staff as

necessary
• Determine:

* What will be trained and exercised
* Who will be trained and exercised
* Who will conduct the training and exercises
* When, were and how frequent the activities will occur
* Who will evaluate the training and exercises
*  A budget

Training

The purpose of training is to prepare organization
personnel to institute emergency operations,
possibility at an alternate site, to use equipment
and procedures described in the Continuity of
Operations plan and to work with individuals with
whom they may have little contact on a day-to-
day basis. The length and complexity of the
training will vary depending on the audience and
specific training topics.  Major topics of a training
curriculum could include:

• Continuity of Operations awareness and overview
• Systems of Direction and Control
• Preparedness for managers and key decision-makers
• Essential Elements as a group and/or individually
• Major operational elements
• Notification and warning
• Evacuation and sheltering
• Threats, hazards and protective actions
• Emergency shutdown procedures
• Operations at a remote facility
• Operation of equipment
• Communications equipment and procedures
• Roles and responsibilities for specific assignments
• Personal and family emergency plans

Testing

The organization should regularly test
equipment, systems, processes and
procedures to insure the equipment and

Training

 Awareness level

 Responsibilities and authorities

 Duties and skills

 Procedures

 Equipment

Testing

 Equipment

 Systems

 Processes and procedures
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systems conform to specifications, operate in the required environments and viable.
Testing should include backup equipment and systems as well as primary systems
and equipment. Tests should be performed frequently enough to insure that current
personnel have retained operational knowledge and that new personnel are capable
of operating the equipment or system.  Particular attention should be given to:

• Alert and notification systems and procedures
• Communication systems and equipment
• Vital records, data management, computer hardware and software
• Logistical support, including procedures, equipment and services.

Exercise

An exercise should be a realistic rehearsal or
simulation of an emergency, in which individuals
and organizations demonstrate the tasks that
would be expected of them in a real emergency.
The purpose of an exercise is to validate
elements, both individually and collectively, of the
organization’s Continuity of Operations plan.
Exercises should provide emergency simulations
that promote preparedness, improve the
response capability of individuals and
organizations, and validate plans and procedures.  Each organization should schedule
regular exercises of their Continuity of Operation plans.  The exercise program should:

•Consist of a variety of potential hazards
•Incorporate deployment of personnel to alternate facility
•Provide for continuation of operations through all phases of an event
•Include participation at multiple levels and provide for interaction with Federal and local
governments when applicable

Exercises may vary in size and complexity to achieve their respective purposes.
Examples of emergency exercises include:

• Tabletop Exercise – discussion of emergency responsibilities and actions in
response to a theoretical emergency in an informal, conference-like setting.

• Walk-through Drill – more thorough than a tabletop exercise, this drill usually
tests a single specific operation or function.  The walk-through aspect usually
incorporates frequent pauses for discussion, additional training and interim
evaluation.

• Functional Drill or Exercise – usually tests an entire function, such as emergency
notification, warning and communication or vital records management.  These
drills and exercises tend to be more realistic, with evaluation occurring after the
completion of the activity.

Exercises

 Promote preparedness

 Improve capability

 Validate procedures

 Modify plans
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• Full-scale Exercise – a real-life emergency situation is simulated and the entire
emergency plan is activated and tested, with (in most cases) the entire
organization participating.  Third parties frequently evaluate full-scale exercises
and the evaluation process can be quite formal and extensive.

Evaluation & Modification

The Continuity of Operations plan should be
continuously reevaluated.  Certain elements work
well, others not as well.  Personnel change, your
operation evolves, buildings are remodeled,
equipment and systems are modified.  New
equipment and procedures become available.
Organizations should analyze, and modify their
plan as necessary, on a regular basis:

• A thorough annual review of the entire
plan

• After each drill or exercise
• After any emergency
• When personnel or their responsibilities change
• When the layout or design of the facilities changes
• When policies or procedures change
• When any other event occurs that may significantly impact the effectiveness of

the plan

Unit Six
MITIGATION

While the other three phases of emergency
management address how to prepare for,
respond to or recover from an emergency or
disaster, mitigation is concerned with

Evaluation &
Modification

 Annual

 After exercises

 After emergencies

 After changes

Unit Six
Mitigation

 Definition

 Hard mitigation measures

 Soft mitigation measures
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minimizing or avoiding hazards and their consequences in the first place.  Mitigation is a
prevention strategy.  It consists of preventive measures taken to eliminate or reduce the
risk of experiencing an emergency, decrease vulnerability and minimize potential
damage and other adverse consequences.  Mitigation actions are those steps that you
can take now to short-circuit an emergency before it occurs.

Mitigation falls into two broad categories.  Soft mitigation measures often have wide
application and benefits and tend to be processes and procedures, such as

• Plans, e.g. a Continuality of Operations plan
• Organizational
• Rules and regulations, e.g., hazardous material handling, no smoking, land use
• Insurance

Hard mitigation generally applies to physical measures and structural items.  Examples
include:

• Incorporating protective measures into new construction
• Installing hurricane shutters
• Building retention ponds
• Moving vulnerable equipment and supplies to a more protected location
• Acquiring emergency equipment and supplies

Following is a sampling of mitigation measures that
might be applicable to some of the hazards
discussed in Unit Four.

Building Fire8

• Inspect facilities and seek fire prevention
recommendations from local fire department and insurance carrier

• Build fire exits and develop an evacuation plan
• Install smoke alarms, warning systems and fire extinguishers

                                                  
8 See Appendices 32 & 33

Possible Mitigation
Measures

 Building fire

 Wildfire

 Hurricanes & other windstorms

 Flooding

 Agricultural diseases and pests
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• Install sprinkler systems, fire hoses and fire resistant doors and walls
• Establish procedures for safe handling of flammable material and debris
• Identify and label all utility cutoffs so that they can be quickly shut off by fire

fighters and other responding personnel
• Properly maintain and regularly inspect all heat producing equipment

Wildfire

• Clear brush and trees at least thirty feet back from any facility
• Preferably keep the cleared area around a facility at a width greater than the

height of the nearest trees
• Insure that emergency vehicles can reach facility by providing well-marked

access points, and access roads at least twelve feet wide with sufficient turn-
around space

• Construct structures, especially roofs, of fire resistant material
• Insure that water sources are available in the form of hydrants, storage tanks,

ponds or wells

Hurricanes and Other Windstorms9

• Establish facility shutdown and evacuation procedures
• Develop plans to protect vital records, communication systems and computer

networks
• Prepare Disaster Supply Kits10 and Disaster Go-Kits11

• Conduct a structural survey of facilities and make improvements necessary to
meet recommended wind load requirements

• Install hurricane shutters on doors and windows or take other steps to harden
openings in the building envelope

• Acquire a back-up generator

Flooding12

• Determine if your facility is in a flood hazard zone
• Purchase flood insurance
• Construct barriers such as levees, berms and floodwalls to prevent flood water

from entering facility
• Elevate or move flood prone buildings
• Seal below-grade walls to prevent seepage
• Insure all stormwater infrastructure is of adequate design capacity, clear of debris

and properly functioning

                                                  
9 See Appendices 21 &23
10 See Appendix 9
11 See Appendix 10
12 See Appendix 22
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• Install check valves or other devices to prevent backflow through drainage,
sanitary sewer and other utility access systems

Agricultural Diseases and Pests

• Develop a regular surveillance system
• Have plans in place to obtain rapid diagnosis of potential problems
• Maintain an ongoing program of disease and pest prevention
• Keep vehicles and non-business visitors away from animals and crops
• Isolate new animals before allowing them to join existing stock
• For information on agricultural terrorism see Appendix 30

Power Service Disruption

• Acquire uninterruptible battery backup
equipment for computers and other critical
equipment

• Install surge protectors
• Install battery powered security and

backup lighting systems
• Obtain or pre-plan for the acquisition,

installation and operation of a generator

Possible Mitigation
Measures

 Power service disruptions

 Hazardous materials

 Cyber security and vital records

 Facility security
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Hazardous Materials13

• Work with the Local Emergency Planning Committee in developing site and
community warning systems and evacuation plans

• Identify and label all hazardous material handled, produced or disposed of in the
facility

• Acquire equipment necessary to contain, neutralize and clean up known
hazardous materials

• Store all dangerous materials in secure facilities
• Organized and train an emergency response team to confine and control

hazardous material

Cyber Security and Vital Records14

• Purchase, keep up-to-date, and use various software programs such a fire
walls and virus protection

• Physically secure computing areas and equipment
• Scan paper records
• As necessary, encrypt valuable or sensitive data
• Store duplicate records and electronic data off-site, preferably out of the area

but in equally secure conditions
• Shred or destroy out-dated records
• Establish secure procedures for disposing of old disks and hard drives
• Permit only authorized, badged, employees to have access to sensitive

records and computer areas

Facility Security

• Work with local law enforcement officials in developing a security plan
• Complete a thorough background check before hiring any new employee
• Develop access controls to prevent non-employees from entering the non-public

areas of the facility
• Create an employee identification system such as badges
• Insure that all opening can be properly secured and that procedures are in place

to verify that they are locked
• Install security cameras
• Install adequate lighting, both indoors and on the facility grounds
• Acquire locking cabinets, safes or vaults for the storage of more sensitive or

valuable information, equipment and goods

                                                  
13 See Appendices 31 & 36
14 See Appendices 14, 15, 16,17
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Unit Seven
RESPONSE

Response is that phase of the emergency
management cycle that occurs immediately before,
during, and immediately after an emergency event.
It is not merely a reaction; it is a planned set of
operations designed, to the extent possible, to
manage and control the event and its
consequences.

DECISION TO ACTIVATE RESPONSE PLAN

The first step in the response phase is to activate the response plan.  If the emergency
has been identified as a pending event, such as a hurricane or expected flooding, senior
management and Emergency Management Group leaders will have time to assess the
situation.  The need to launch the plan can be considered, appropriate activation
schedules developed and notifications issued.  If the emergency is a sudden event such
as a fire or explosion, some elements of the planned response (e.g., evacuation) will be
carried out automatically.  Issuance of a formal statement converting from normal
operations to an emergency management mode may lag actual events for a while.

In both cases, however, authorized leadership will have to make a decision to activate
the plan and go into the response mode.  After authorization, the various plan elements
could then start their response activities.  If time permits, pre-event preparation would
begin immediately.  Implementation of other plan elements would be scheduled, but
some elements would promptly commence emergency operations.

NOTIFICATION

Once the plan is put into action the first step in the process is notification.  Required
emergency warnings should be issued and, as necessary, alarm systems activated.  The
Emergency Management Group should be informed of plan activation and immediately
assume their assigned roles.  Any gaps in the Emergency Management Group roster
should be filled and initial work schedules posted.

Notification should be given to all facility occupants and to off-site employees.  Written
and pre-addressed “blast faxes” and grouped email messages can provide accurate
information to a wide audience within minutes. Telephone trees or call-down lists are
another means of notification.  The media relations team should be an integral part of
this process.

EMERGENCY PROTECTIVE ACTIONS

Unit Seven
Response

 Decision to activate response
plan

 Notification

 Emergency protective actions

 Immediate post-disaster
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The protection of employees and visitors becomes a first priority.  The decision whether
to shelter in place or to evacuate must be made as rapidly as possible, in some cases
immediately.

The shutdown of normal operations should be quickly decided and initiated if necessary.
Building and equipment protective measures should be started, such as:

• Sandbagging
• Securing/covering/evacuating equipment
• Utility cutoffs
• Covering windows and doors

In accordance with the response plan and as appropriate to the specific emergency, the
other functional elements of the plan should be initiated using plan checklists,
procedures and guidelines.

IMMEDIATE POST-EMERGENCY

Response processes will continue in the immediate aftermath of an event, even as the
recovery phase gets underway.  Depending on the magnitude of the emergency and the
impact on the organization’s facilities and operations, response could continue for a few
days to a week or two.

The first post-emergency response function is to address human life and safety issues.
Immediately account for all occupants of the facility and assess their status.  As
necessary, initiate search and rescue operations and tend to the injured.

Simultaneously, designated teams should commence damage control, for example, put
out fires or cover leaking roofs.  Once the facility has been secured against further
damage, the response team should conduct an initial damage assessment.  This
assessment differs from the detailed quantification of damage that the recovery team will
conduct.  Rather, it should be an overall assessment of the situation that the Emergency
Management Group will use to guide its decisions as it directs the response and
recovery process.

This brief overview is not intended to be an exhaustive description of the entire response
phase.  Rather, it highlights the initial steps in the response process, recognizing that the
full details of a response operation will be contained in the organization’s Continuity of
Operations plan.

Unit Eight
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RECOVERY

The recovery phase of emergency management
consists of restoring the physical and operational
elements of an organization to their pre-disaster
state.  It may include modified, improved or
alternative solutions.

IMPLEMENT THE PLAN

The emergency has passed.  The Continuity of Operations plan has been activated.
Your people have been taken care of and the facility has been secured against further
damage.  It is now time for the recovery section to take the steps necessary to minimize
any interruption in business and restore the organization to full operational capability.

Recovery activities are defined in the Continuity of Operations plan and should be
scheduled and executed using the checklists, procedures and guidelines contained in
this valuable document.  Gather the recovery team together and set up the base of
operations as soon as possible.  All team members may not be available.  Fill in any
gaps in the roster and assure that lines of succession and chains of command are in
order.

Initial recovery activities, some of which may be pursued in concert with the response
group, include:

• Temporary repairs to facilities and equipment
• Clean up
• Taking measures necessary to assure the safety of building occupants
• Restoring utility service
• Implementing new security procedures
• Quantitative physical damage assessment
• Photographing and/or videotaping facility for documentation of damage
• Determining need to move to an alternate location
• Considering need to contract for post-emergency services, supplies or equipment
• Meeting with insurance agent and claims adjusters
• Analyzing damage to agency operations
• Restoring essential agency functions
• Contacting suppliers and customers
• Keeping accurate records of emergency activities and expenditures

PERIODS OF RECOVERY

Unit Eight
Recovery

 Implement the recovery plan

 Periods of recovery
• Immediate emergency period

• Short term restoration

• Long term recovery
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Depending on the severity of the emergency and the degree of impact on your
organization, the recovery period may last for quite a long time.  Recovery is usually
viewed as having three overlapping time periods:

• Immediate Emergency Period
• Short Term Restoration
• Long Term Reconstruction

The actual length of any recovery period will vary based on many factors.  Obviously, the
amount of damage your organization has experienced will affect how long it takes to get
back to normal operations. But there is also the question of how widespread the damage
is in the community.  Area transportation and utility systems may be destroyed.
Competition for goods and services may make it difficult to pursue some recovery
options.  Your suppliers and customers may have been severely impacted.

Positively affecting the length of time it takes to recover, however, will be the Continuity
of Operations plan.  While others are floundering, your organization will have an action
plan with specific steps to orchestrate the recovery process.  Your expert recovery team,
having been trained in its duties, with skills polished through exercises, will make a huge
difference in the time it takes to restore facilities and return the organization’s operations
to normal.

IMMEDIATE EMERGENCY PERIOD

During the Immediate Emergency Period most of the activity will be conducted by
response personnel as they manage the event and attempt to stabilize the situation.  For
the most part, the recovery team will be organizing and setting up operations during this
period, which lasts for a few days and usually no longer than the first week.

During this time period you may experience access or re-entry obstacles.  If there is
widespread damage in the area, roads may not be passable, lives wires could be on the
ground and there could be curfews due to security issues.  The organization’s facilities
could be inaccessible for similar reasons of safety and security.  In cases of fire or
suspicious events, law enforcement authorities may limit access to a site.

This is a time to be patient.  It may be several days before access is available.  There is
recovery work to do that does not necessitate a presence at the organization’s facilities.
If personnel can communicate by telephone or other means, or move about the
community, there are many recovery tasks that can be initiated without going to the
organization’s facilities.

SHORT TERM RESTORATION
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Beginning a few days to a week after an emergency and extending for some weeks
thereafter, the Short Term Restoration Period will see the recovery team focusing on
activities that can be quickly normalized, while at the same time organizing for those that
require a longer term commitment.  The Short Term Restoration actions will include
minor repairs, cleanup and disposition of debris, salvage operations, restoration of
utilities and damage assessment.  Reinstitution of operations, including restoration of
vital records, computer systems and communication systems will be a high priority.

In addition to the repair and restoration tasks, during the Short Term Restoration period
recovery personnel will be directing broader emergency management functions such as
crisis communication, employee support, security, logistics and administration.

Dealing with the organization’s insurance carrier will require substantial time and effort
during this period.  Contact your agent as soon as possible after the emergency.
Remember that in a widespread emergency the agent will be overwhelmed and may not
be immediately available.  In major emergencies, outside claims adjusters are brought
in, but even that takes some time to establish.

Photograph or videotape the condition of the facility and its contents before cleanup and
repairs are started.  Keep meticulous records of all costs associated with the emergency.
Commence documentation of income or related losses.

LONG TERM RECONSTRUCTION

The Long Term Reconstruction Period starts a few weeks after the emergency and
continues until rebuilding is complete and the organization is operating at pre-emergency
levels.  This could be a few weeks or months but in some cases it could take years.
During the Long Term Reconstruction Period the Short Term Restoration activities
should continue until completed.  Those functions not directly associated with
restoration, such as employee support and crisis communications would operate
throughout the entire Long Term Reconstruction Period.

The Long Term Reconstruction Period involves those challenges that take greater time
because of their magnitude and complexity.  Large demolition projects can be complex
and time-consuming. Major construction or reconstruction takes time to plan, engineer,
fund, contract, permit and build.  When the entire community is in the recovery mode
competition for services and materials will add more time to reconstruction schedules.

Funding for reconstruction may come from several sources.  The first line of defense is
adequate insurance.  Except that insurance is not always adequate, some costs may not
be covered and there are always deductibles to consider.
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Unit Nine
ADDITIONAL RESOURCES

Literature
Source material for this Guide

Continuity of Operations: Elements of Viability, Introduction to Continuity of Operations
(COOP) and Continuity of Government (COG), Course Participant Workbook
Karen C. Delimater
Florida Division of Emergency Management

Emergency Management Guide for Business & Industry: A Step-By-Step Approach to
Emergency Planning, Response and Recovery for Companies of All Sizes
Federal Emergency Management Agency, 1993

Emergency Preparedness Information  (CD)
Ocala-Marion County Economic Development Corporation and the Institute for
Business and Home Safety, 2001

Florida Business Disaster Survival Kit, Business Continuity Planning in Today’s World
Tampa Bay Regional Planning Council and the Business Continuity Planning
Alliance in association with the State of Florida Division of Emergency
Management and the Florida Regional Planning Councils, 2003

Florida Business Disaster Survival Kit, Business Continuity Planning
 in Today’s World  (CD)
Tampa Bay Regional Planning Council and the Business Continuity Planning
Alliance in association with the State of Florida Division of Emergency
Management and the Florida Regional Planning Councils, 2003

Open for Business, A Disaster Toolkit for the Small Business Owner
Institute for Business & Home Safety, 1999

Organizations At Risk: What Happens When Small Businesses and Not-For-Profits
Encounter Natural Disasters
David J. Alesch, James N. Holly, Elliott Mittler and Robert Nagy
University of Wisconsin-Green Bay Center for Organizational Studies, 2001

Additional Literature

Business Emergency Action Plan, Edmond D. Jones, MBCP,
Rothstein Associates, Inc., 2001

Business Threat and Risk Assessment Checklist, Edmond D. Jones, MBCP,
 Rothstein Associates, Inc., 2001



54

Continuity Planning and Disaster Recovery: A Small Business Guide
Donna R. Childs & Stefan Dietrich, 2002

Disaster Mitigation Guide for Business and Industry (FEMA 190)
Federal Emergency Management Agency

Emergency and Disaster Planning Manual, Laura G. Kaplan, 1996

NFPA 232: Standard for the Protection of Records, National Fire Protection
Association, 2000

NFPA 1600: Standard Disaster Emergency Management And Business
Continuity Programs, National Fire Protection Association, 2000

Unforeseen Circumstances: Strategies & Technologies for Protecting
Your Business & Your People in a Less Secure World, Alexis D. Gutzman, 2002

Organizations

Association of Contingency Planners International
7044 South 13th Street
Oak Creek, WI 53154
1-800-445-4227
http://acp-international.com/

Department of Commerce
Economic Development Administration
Herbert C. Hoover Building
Washington, DC 20230
202-482-2659
http://12.39.209.165/xp/EDAPublic/Home/EDAHomePage.xml

Federal Emergency Management Agency
500 C Street, S.W.
Washington, D.C. 20472
1-800-480-2520
www.fema.gov

Florida Division of Emergency Management
2555 Shumard Oak Boulevard
Tallahassee, Florida 32399-2100
850-413-9900
http://www.dca.state.fl.us/fdem/
http://floridadisaster.org/
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Florida Insurance Council
Post Office Box 13686
Tallahassee, Florida 32317
850-386-6668
http://www.flains.org/

Institute for Business & Home Safety
1408 North Westshore Boulevard, Suite 208
Tampa, Florida 33607
1-800-657-4247
www.ibhs.org

Insurance Information Institute
110 Williams Street
New York, New York 10038
212-346-550
http://www.iii.org

National Fire Protection Association
1 Batterymarch Park
Quincy, Massachusetts 02169-7471
617-770-3000
http://www.nfpa.org/catalog/home/index.asp
http://nfpa.gcnpublishing.com/

Ocala-Marion County Economic Development Corporation
Post Office Box 459
Ocala, Florida 34478-0459
352-629-2757
www.ocalaedc.org

Tampa Bay Regional Planning Council
9455 Koger Boulevard, Suite 219
St. Petersburg, Florida 33702
727-570-5151

US Department of Agriculture
Farm Service Agency
1400 Independence Ave., S.W.
Washington, DC 20250-0506
Telephone: (202) 720-1632
http://www.fsa.usda.gov/

US Small Business Administration
409 Third Street, SW
Washington, D.C. 20416
202-205-6734
www.sba.gov
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Web Sites

Institute for Business & Home Safety www.ibhs.org
Federal Alliance for Safe Homes (FLASH) www.flash.org
Florida Emergency Preparedness Association www.fepa.org
Florida Small Business Development Center http://www.floridasbdc.com/
Florida Insurance Council http://www.flains.org/

Department of Homeland Security www.dhs.gov/dhspublic/
Federal Emergency Management Agency www.fema.gov
US Fire Administration www.usfa.fema.gov
Small Business Administration www.sba.gov
Florida Division of Emergency Management http://www.floridasbdc.com/

American Red Cross www.redcross.org
Salvation Army www.salvationarmy.org

National Hurricane Center www.nhc.noaa.gov
National Oceanic and Atmospheric Administration www.noaa.gov
National Weather Service www.nws.noaa.gov
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Appendix 3

Source:  Institute for Business & Home Safety
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Source:  Institute for Business & Home Safety
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Source:  Institute for Business & Home Safety
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Source:  Institute for Business & Home Safety
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Appendix 7

Source:  Institute for Business & Home Safety
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Appendix 8

Source:  Tampa Bay Regional Planning Council
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Appendix 9

Source:  Tampa Bay Regional Planning Council
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Appendix 10

Source:  Tampa Bay Regional Planning Council
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Source:  Institute for Business & Home Safety
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Source:  Institute for Business & Home Safety
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Source:  Institute for Business & Home Safety
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Appendix 14

Source:  Tampa Bay Regional Planning Council
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Source:  Tampa Bay Regional Planning Council
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Appendix 16

Vital Information Management

The vital information that allows the office to function must have “back-ups” off-site and is divided into
sections:

♦ Financial
♦ Copy of all bank account numbers and their balances
♦ Copy of all CD account numbers and balances
♦ Accounts Receivable information
♦ Employee insurance information
♦ Business insurance information

♦ All leased and company vehicles
♦ All equipment insurance

♦ Extended warranties and/or policies
♦ 401-K Information
♦ Business account information

♦ Account numbers & company contact telephone numbers
♦ Telephone
♦ Electric (any utility your office receives service from)
♦ Company credit cards
♦ All customers
♦ All vendors

♦ Contractual
♦ Copy of any contracts between your company and another entity
♦ Copy of building lease
♦ Copy of any equipment leases

♦ All leased and company vehicles
♦ Copier
♦ Postage machine
♦ Telephones or other leased items

♦ Copy of City, County & any State business licenses
♦ Copy of  original charter
♦ Copy of company By-laws
♦ Copy of Employee Handbook
♦ Copy of any current company Strategic or Business Plan

♦ Inventory Lists
♦ Furniture
♦ Equipment

♦ Calculators
♦ Cameras
♦ TVs
♦ Video screen
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♦ Binders
♦ Usable materials

♦ Brochures
♦ Any materials purchased in large amounts

♦ List of personal items from each employee’s office

♦ Computer Equipment (include serial numbers)
♦ Monitors
♦ Keyboards
♦ Towers
♦ Lap top computer
♦ Scanner/Copier
♦ Printers

♦ For Medically Related Businesses
♦ In addition to items listed in this outline, all necessary patient

      information (pertinent history, etc.)
♦ All pertinent information related to medical equipment
♦ Copies of all medical degrees earned by doctors and staff

♦ Membership Information
♦ This section is mostly used in “not for” and “non” profit organizations

♦ Copy of current membership list
♦ Include all pertinent information including email address

♦ Copy of membership dues
♦ When paid, how much, any outstanding amounts, etc…

♦ Copies of the most recent year’s information
♦ Progress reports, Guides, most recent brochures and printed materials.
♦ Most recent Quarterly Report information
♦ Copy of minutes from last four to six Board Meetings

♦  For history & continuity
♦ Minutes from any critical committees the company either hosts or attends

  Community & Business Contacts
♦ Copy of names & telephone numbers of contacts from:

♦ Utility companies
♦ Telephone
♦ City government
♦ County government
♦ Fire Department
♦ Police & Sheriff Departments
♦ Hospitals
♦ Current company projects

♦ Most items should be copied to disk or CDROM.  There will be many documents not found in the
computer system and standard “hard” copies should be made of them.  Scanned documents are easier
to store.  It is also worth consideration to keep the “originals” in the bank deposit drawer and work
from a copy of the document.
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♦ LOCATIONS FOR COMPANY INFORMATION SAFE-KEEPING:

♦ Each staff member will keep a set of diskettes at their residence that pertains to their section of
the business.

♦ The owner or President/CEO will be the only person to have an entire set of disks, which will
also be kept at his/her residence.

♦ One set of the disks will be sealed in an envelope and sent to an entity that the head of the
company deems trustworthy, in another state, (reasoning for this is in case of a disaster potentially
affecting the entire state).
♦ Should there be a state disaster, the disks kept “out-of-state” could end up being the only

intact set to operate the business from.
♦ The set sent out of state will be updated annually or semi-annually, whichever is deemed

most efficient.
♦ The out-of-state entity holding this set will merely Fed Ex them to business at a pre-

designated time, to be updated and returned  back to them.
♦ The disks each staff member is responsible for will be updated quarterly, or as necessary.

♦ “Paper” copies of documents should be kept in two places
♦ A fireproof safe (preferably with minimum 4 hour protection) on site

♦ A safe deposit drawer in a local banking institution

♦ A separate computer tower, screen, keyboard and mouse could possibly be placed at another
designated site, for use by the company if the office was rendered un-usable.  The second (and
probably best) option would be to keep “laptop” at the residence of the owner, CEO, President or
Office Manager for such emergencies. This enables your business to be up and running immediately,
with reduced interruption given the circumstances.

Source: Ocala/Marion County Economic Development Council
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Appendix 17

Protection of Data – Backups, Software and Policies

Backups:  Creating a mirror image of the intangible data onto tangible media (disk, tape, CD,
etc.) provides a backup of this information.  When the original data is rendered useless the
backups can then be used to re-create the data.  When client-host and distributive processing
becomes more popular it is important to backup all workstations since they all work in a
synergistic whole.

System:  System backups provide a spare copy of all the information on a computer system.
The operating system (Windows, NT, etc.), application software, and volatile data are all
backed-up.  This should be done on individual workstations as well as on host servers.

Monthly:  Even if no major hardware or software changes are made, system backups should
be done on a monthly basis.  Some software products can dynamically make changes to
pointer files and other indexes that pertain to user data, but are actually stored elsewhere on
the system.

Hardware or Software Changes:  When hardware changes are made they are often saved in
the CMOS.  Battery failure could cause the CMOS to “forget” the hardware configuration
making restoration from system backups necessary.  A system backup should be done just
prior to any major hardware or software changes.  Another separate system backup should be
done just after the changes.  This provides a way to return to “square one” should any
problems occur.

Operating System backup of Backup Software:  Some operating systems provide basic
programs for making backups.  However, most systems use more efficient software in addition
to the basic operating system to make backups.  Before restores can be done to recover
information from backups the software used to make the backups to begin with needs to be put
back on the computer.  By using the operating system to backup the software used to make
the bulk of the backups it insures that the more efficient software can be restored using the
basic operating system.  Once the backup software is restored it can then be used to restore
the rest of the system.

Create Bootable Disk of Operating System (Windows, NT, etc.)  After a damaged
computer has been repaired or replaced the operating system needs to be restored.  For this
restoration to take place the computer needs to be powered-up or “booted” using the operating
system (OS), This typically means that a disk or CD replicating the original OS needs to be
used.  Some Local Area Networks (LAN’s) using a Network Operating System (NOS) use a
Network Operating System that can be restored using disks, CD’s or tapes created from more
elaborate backup software packages.

Data Only:  Unlike system software, which typically doesn’t change often, user data changes
daily.  Making backup of data is like having tangible insurance in that the hours of work a
computer user has done has been protected.
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Daily:  System backups usually only need to be done on a monthly, or at most weekly, basis.
However, most non-home PC’s should have their data backed up daily.

Monday – Friday:  Each day of the workweek should have its own data set backup.  In other
words if the workweek is Monday through Friday and it takes two tapes each day to do a data
backup then a total of ten tapes should be used on a rotational basis.

Weekly:  In addition to the daily backup sets a separate data backup set should be done
weekly.  This backup is then archived in case past information needs to be retrieved.

 Fridays:  Weekly data backups should be kept for a period of five weeks.  This assures that
past information can be retrieved on a week-by-week basis for up to a month’s period back.

Monthly:  Separate data backup sets should also be done on a monthly basis.  These
backups should be kept even after data is purged from the system for later referral.  Data is
typically not purged for at least one year.

Archives:  Monthly data backup sets should be kept until archival backups are made.  Archival
backups are typically made yearly and/or just prior to purging obsolete data from the computer.
This insures an audit trail is maintained in case the information needs to be retrieved after it is
purged.

Storage:  Correct storage of backups is a necessity.  Backups that have been damaged by
incorrect storage may not restore.

On-site:  One set of systems backups and data backups should be kept on-site at the location
of the computer systems.   The latest backups are usually the ones kept on-site.

Paper Fire Safes:  Fire safes for protecting papers reduce the flash point of documents.  This
is accomplished by a cement-like material in the walls of the safe that evaporates a vapor into
the safe to dampen the paper.  This allows the temperature to rise to the 300 – 400+ degree
range without igniting the paper.  Important papers to be stored should also include software
license numbers since they are often required if a software product is to be reinstalled.

Magnetic Media Fire Safes:  Fire safes for tapes, disks and CD’s differ from fire safes
designed to protect paper.  Condensing moisture can damage magnetic media, so these safes
typically do not contain vapor-inducing materials.  Tapes, disks, CD’s and other media should
be kept in safes that insulate against fire heat to keep internal temperatures below 125
degrees.  Safes should not be opened for at least 24 hours after fire exposure to allow the
internal temperature to stabilize gradually.  It is important to keep the original installation disks
and CD’s for software packages should the need arise to reinstall a given program.

Off-site:  At least two system and data backup sets should be kept off-site from the location of
the computer systems.  If a large-scale disaster occurs at the computer system location the on-
site backups may be destroyed.  The geographic distance needed for off-site locations
depends on the anticipated threats; across town is sufficient for a building fire, for hurricanes
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the distance should be 30+ miles, for earthquakes it may require locating in a different area of
the country.

Paper Fire Vaults:  The storage space needed for paper documents can expand quickly
depending on the amount of paper generated by a system.  Critical papers can be kept in fire
safes, but large volumes of paper may require a vault.  Fire vaults are entire rooms that are
protected against fire rather than individual safes.

Magnetic Media Fire Vaults:  Vaults for magnetic media are also entire rooms protected
against fire rather than having to go to the expense of many individual fire safes.  Magnetic
media fire vaults differ from paper fire vaults in that the internal temperatures should be kept
lower and fire suppression systems are usually Halon or Inergen instead of water sprinklers.

Magnetic Media:  Ironically, as organizations transfer documents to magnetic media, they may
actually be shortening the storage life of the information.  Properly stored paper can last for
decades or even centuries.  However, disks have a shelf life of one to two years, tapes/drives
three to five years and CD’s ten plus years.  For irreplaceable information it is best to have
paper documents to augment the magnetic media.  One example is the popularity of video
wills; paper wills should still be done in the event the magnetic VHS tape is no longer readable.

Restores:  Backup data sets are only of use if they can be restored properly.  Financial
institutions are often required to test their backups and disaster recovery procedures two times
a year.  Some LAN server backup products make “images” of volumes instead of using a file-
by-file method; this drastically reduces the number of steps needed to recover a system.

Boot With Copy of Operating System:  Computer systems need to be started with an
operating system (OS) in order to function.  A copy of the OS (Windows, NT, etc.) should be
kept with each backup set.  Other operations, such as drive partitioning, may also have to be
performed prior to restoring backup data sets.

Restore Backup Software:  Before a backup set can be restored the software that was used
to create the backups originally must be placed back onto the computer system.  Backups are
usually unreadable by the native operating system and can only be read by the dedicated
backup software.

Restore System Backup:  After the backup software itself is loaded onto the computer
system the system backup data can be restored.  Once the system backups are restored the
computer should then indeed be back in an operable mode.

Restore Latest Data:  Although a computer system may be once again operational after
restoring system backups, the data may not be current.  If data-only backups were made
subsequent to the system backup then they too should be restored in order to bring the
information up to the most current possible state.

Hot-site:  Disasters that destroy data and software can also destroy the computer hardware
that runs the software.  A hot-site is an alternate location that has compatible hardware and
facilities available to restore software.  “Cold-sites” cost less, but don’t have the equipment
already installed in the facility.
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 Location:  The location of a potential hot-site should be considered.  In a hurricane or
earthquake, for instance, the disaster area could be tens of miles wide.  If widespread
disasters are identified in a risk assessment the hot-site location should be distant
enough to be unaffected by the same disaster.

 Equipment:  The computer hardware and other equipment should be compatible with
the original system.  Other office equipment such as phone systems, fax machines, and
employee workspaces should also be examined.

 How soon to utilize:  One key decision to be made, particularly during a “predictable”
disaster such as a hurricane, is to decide how soon to use a hot-site.

 Too-soon operating costs:  It might be thought that it is never too soon to utilize a hot-
site if a potential disaster, such as a hurricane, is approaching.  However, there are
costs involved in moving backups, equipment and personnel to a hot-site.  If the
disaster doesn’t occur then the costs were unnecessarily incurred.

 Too-late alternate site:  In an effort to save unnecessary costs the decision could be
made to wait on the declaration of a disaster.  However, hot-sites generally have
multiple contracts with other clients that may also be declaring disasters.  For this
reason it is advisable to have an alternate ho-site identified in he event that the primary
site is already occupied.

Internet Backup:  Many companies are investigating the virtues of online data backup, a
process that involves transferring backups over the Internet and storing them in secure, offsite
vaults.  The system mitigates the amount of work that must be done in order to transfer data to
a secure location and insures that is well protected.  The system provided easy access and
quick retrieval, often within minutes.

Source: Tampa Bay Regional Planning Council per Strategic Research Corporation
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Appendix 18

Source:  Tampa Bay Regional Planning Council
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Appendix 19

Source:  Tampa Bay Regional Planning Council
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Source: Tampa Bay Regional Planning Council
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Appendix 21
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Source:  Tampa Bay Regional Planning Council
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Appendix 22

Source:  Tampa Bay Regional Planning Council
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Appendix 23

Source:  Tampa Bay Regional Planning Council
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Appendix 24

Source:  Tampa Bay Regional Planning Council
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Appendix 25

Source:  Tampa Bay Regional Planning Council
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Appendix 26
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Source:  Tampa Bay Regional Planning Council
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Source:  Tampa Bay Regional Planning Council
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    Source:  Tampa Bay Regional Planning Council
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Appendix 29

Source:  Tampa Bay Regional Planning Council
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Appendix 30

Steps to Protect Your Farm
from Terrorism
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Source:  Tampa Bay Regional Planning Council
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Source:  Tampa Bay Regional Planning Council
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Source:  Tampa Bay Regional Planning Council
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Source:  Tampa Bay Regional Planning Council
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Source:  Tampa Bay Regional Planning Council
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Source:  Tampa Bay Regional Planning Council
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Source:   Tampa Bay Regional Planning Council
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Appendix 37

Source:  Tampa Bay Regional Planning Council
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Appendix 38

Source:  Tampa Bay Regional Planning Council
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Appendix 39

Source:  Tampa Bay Regional Planning Council
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Appendix 40

Source:  Tampa Bay Regional Planning Council



Appendix 41
Mission Essential Function Survey

1
Mission Essential Function

2
Justification

3
Time Period

4
Min.
Staff

5
Special Equipment

6
Space
Needs

7
Plan

(Y/N)

8
Business Manager

Survey Questions
1. List your mission essential activities or functions in priority order.
2. Provide your justification for determining the functions to be mission essential.
3. For each mission essential function identify the critical restoration time period (e.g., 24 hours, 3 days, 2 weeks, etc.).
4. Identify the minimum of staff needed to operate at a relocation site for each mission essential function.
5. Identify any special equipment, etc., that must be relocated in support of a mission essential function to help determine space

requirements.
6. Identify by name, position and telephone number your Continuity of Operations “business manager.”

Source:  Tampa Bay Regional Planning Council
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Appendix 43

Florida Statutes Regarding Volunteers

Definition Of Volunteer As Defined Under Florida Statute 125.9501:

(1)  "Volunteer" means a person who, of his or her own free will, provides goods or services
to any unit of county government or to any constitutional county officer without receiving
monetary or material compensation.

(2)  "Regular-service volunteer" means a person engaged in specific voluntary service
activities on an ongoing or continual basis.

(3)  "Occasional-service volunteer" means a person who offers to provide a one-time or
occasional voluntary service.

Good Samaritan Act: Immunity from Civil Liability as Defined under Florida Statute
798.13:

Any person, including those licensed to practice medicine, who gratuitously and in good faith
renders emergency care or treatment either in direct response to emergency situations related
to and arising out of a State of Emergency which has been declared pursuant to Florida
Statute 252.36 or at the scene of an emergency outside of a hospital, doctor’s office, or other
place having proper medical equipment, without objection of the injured victim or victims
thereof, shall not be held liable for civil damages as a result of any act or failure to act in
providing or arranging further medical treatment where the person acts as an ordinary
reasonably prudent person would have acted under the same or similar circumstances.

Florida Volunteer Protection Act as Defined under Florida Statute 768.1355:

(1) Any person who volunteers to perform any service for any nonprofit organization,
including an officer or director of such organization, without compensation, except
reimbursement for actual expenses, shall be considered an agent of such nonprofit
organization when acting within the scope of any official duties performed under
such volunteer services.  Such person shall incur no civil liability for any act or
omission by such person which results in personal injury or property damage if:

(a) Such person was acting in good faith within the scope of any official duties
performed under such volunteer service and such person was acting as an
ordinary reasonably prudent person would have acted under the same or
similar circumstances; and

(b) The injury or damage was not caused by any wanton or willful misconduct on
the part of such person in the performance of such duties.


